RSAES

Version:
v1.0

Date:
23.07.2024

D

D weLoTec



Contents

O weLoTec

1 Introduction 3
1.1 Introduction to Industrial Managed Switch . . . . . . . .. ... L L 3
1.2 Software Features . . . . . . . . i e 3
1.3 IntroductiontotheDocument . . . . . . . . . ... e e 4

2 Configuring with a Web Browser 5
2.1 SyStem ..o e e e e e e e 6
2.2 POItS . o o e e e e 21
2.3 ERPS & e e e e e e 24
24 DHCPVA . .« o e e e e e e e e e e 28
2.5 0 SECUNLY . o v o e e e e e e e e e 31
2.6 Aggregation . . . . .. L e e e e 94
2.7 SPanniNgTree . . . . o v i i i e e e e e e e e e 98
2.8  IPMC o o 108
2.9  LLDP . e e e e e e 115
2.10 SYNCE . . . L e e e e e e e e e e 117
2.11 MACTable . . . o e e e e e 121
212 VLANS .« o o e e 124
213 VCL .« o o o e e e 128
214 QOS .« v 133
2,15 MIITONING . . o o o e e e e e e e e e e e e e e e e 158
2,16 PTP . o o e e e 161
217 GVRP .« o o 165
2.18 DDMI . o o o e 168
2.19 UDLD . . . o e e e e e e e e e 169
220 SDBackup . . . . . e e 171
221 ModbusSetting . . . . .. e e e e e e 172
2.22 ModbusMemoryMap . . . . . . i e e e e e e e e e e e 180

3 Monitor 182
3.1 System oL oL e e e e e 182
3.2 POrtS .o e e e e 192
3.3 ERPS o 198
3.4 DHCPVA . . o e e e e e e e e e e 201
3.5 SECUNtY . v v o e e e e e e e e 204
3.6 Aggregation . . . . . L e e e e e e 228
3.7 SpanningTree . . . . . L e e e e e e e e e 235
3.8  IPMC o o 238
3.9  LLDP oo 246
310 PTP o o e e e e e e e e e e e e e e 249
3.11 MACTable . . . . e e e 251
312 VLANS .« oo e e e 252
313 DDMI o oo e e 255
314 UDLD . . o o o e 258

4 Diagnostics 260
4.1 PINg(IPVA) . . o o e 260
42  PINg(IPVB) . . . o o e e e e 262
4.3  Traceroute (IPVA) . . . . . o o e e e 264
4.4  Traceroute (IPVB) . . . . o o e e 267

Welotec GmbH www.welotec.com

Zum Hagenbach 7 info@welotec.com Page 1

48366 Laer +49 2554 9130 00



O weLoTec

I

5 Maintenance 269
5.1 RestartDevice . . . . . . e e e e e 269
5.2 FactoryDefaults . . . . . . . . . e e 270

5.3 Software . . ... e e e 271
5.4 Configuration . . . . . . e e e e 272

Welotec GmbH www.welotec.com

Zum Hagenbach 7 info@welotec.com Page 2

48366 Laer +49 2554 9130 00



O weLoTec

1 Introduction

1.1 Introduction to Industrial Managed Switch

Welotec’s RSAES series are product lines of powerful industrial managed switch which are referred to as Open Sys-
tems Interconnection (OSI) Layer 2 bridging devices. Unlike an “unmanaged” switch, which is normally found in
homes or in Small Office/Home Office (SOHO) environments and runs in “auto-negotiation” mode, each port on a
“managed switch” can be configured for its link bandwidth, priority, security, and duplex settings. The managed
switches can be managed by Simple Network Management Protocol (SNMP) software, web browsers, Telnet, or
serial console. Since every single port can be configured to specific settings, network administrators can better
control the network and maximize network functionality.

Welotec’s managed switch is also an industrial switch and not a commercial switch. A commercial switch simply
works in a comfortable office environment. However, an industrial switch is designed to perform in harsh indus-
trial environments, i.e., extreme temperature, high humidity, dusty air, potential high impact, or the presence of
potentially high static charges. Welotec’s managed switch works fine even in these environments.

Welotec’s managed switch is designed to provide faster, secure, and more stable network. Advantages that make it
a powerful switch are that it supports security such as IP Source Guard, DHCP Snooping, ARP Inspection as well as
Access Control List (ACL) and network redundancy protocols/technologies such as Ethernet Ring Protection Switch-
ing (ERPS), Rapid Spanning Tree Protocol (RSTP), and Multiple Spanning Tree Protocol (MSTP). These protocols
provide better network reliability and decrease recovery time.

Welotec’s managed switch supports a wide range of IEEE standard protocols. This switch is excellent for keeping
systems running smoothly, reliable for preventing system damage or losses, and friendly to all levels of users. The
goal of this innovative product is to bring users an enhanced network management experience.

Note: Throughoutthe manual, the symbol * indicates that more detailed information of the subject will be provided
at the end of this book or as a footnote.

1.2 Software Features

Welotec’sindustrial Layer-2 managed switches come with a wide range of network protocols and software features.
These protocols and software features allow the network administrator to implement security and reliability into
their network. These features enable Welotec’s switches to be used in safety applications, and factory and process
automation. The followings are the list of protocols and software features.

e User Interfaces

- Web browser

- Telnet Console

- Serial Console
e Dynamic Host Configuration Protocol (DHCP) Snooping/Relay/Client
e Time Synchronization

Network Time Protocol (NTP) Client

Simplified Network Time Protocol (SNTP)

IEEE 1588 Precision Clock Synchronization Protocol (PTP) v2 hw-E2E TC and hw-sw-Boundary ® hw-
Boundary Clock

- SyncE
Welotec GmbH www.welotec.com
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e Port Mirroring
e Quality of Service (QoS) Traffic Regulation
e Link Aggregation Control Protocol (LACP)
e Medium Access Control (MAC) Filter
e GARP VLAN Registration Protocol (GVRP)
e Internet Group Management Protocol (IGMP)/ Multicast Listener Discovery (MLD)
e Simple Network Management Protocol (SNMP) v1/v2/v3
e SNMP Inform

e Spanning Tree Protocol (STP)/ Rapid Spanning Tree Protocol (RSTP)/ Multiple Spanning Tree Protocol (MSTP) K
Virtual Local Area Network (VLAN)

e |EEE 802.1x/ Extensible Authentication Protocol (EAP) / Remote Authentication Dial-In User Service (RADIUS) /
Terminal Access Controller Access-Control System (TACACS+)

e Security feature including Port Security/ IP Source Guard/ ARP Inspection/ Access Control List (ACL)
e Ring
- Ethernet Ring Protection Switching (ERPS)
e Link Layer Discovery Protocol (LLDP)
e Alarm System (with E-mail Notification or Relay Output)
e Industrial Protocols
- Modbus/TCP
e SD Backup

1.3 Introduction to the Document

There are total of five sections in this document: Introduction, Configuration, Monitor, Diagnostics, Maintenance.
The first section introduces the device, the software features, and the document. The second section, config-
uration shows users the setting webpage and the meaning of each parameter. The third section, Monitor, al-
lows user to see the current status of the device. The forth section, Diagnostics, allows user to identify prob-
lems and troubleshooting through ping and traceroute webpage. Lastly, the fifth section, Maintenance, will
let user to restart the device, reset all settings to the default values, as well as, upload software version and
save/download/upload/activate/delete the current configuration.

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 4
48366 Laer +49 2554 9130 00



O weLoTec

2 Configuring with a Web Browser

There are three ways to configure Welotec’s Industrial Managed Ethernet Switch: Web browser, Telnet console, and
Serial console. How to access the industrial managed switch through web browser is explained in Chapter 2 through
Chapter 5. There are only a few differences among these three methods. The web browser and the telnet console
methods allow users to access the switch over the Internet or the Ethernet LAN, while the serial console method
requires a serial cable connection between the console and the switch. Users are recommended to configure the
switch via a web browser because of its user-friendly interface.

Next, we will proceed to use a web browser to introduce the managed switch’s functions. It is recommended to
use Microsoft Edge 103, Firefox 44, Chrome 48 or later versions. Below is a list of default factory settings. This
information will be used during the login process. Make sure that the computer accessing the switch are in the
same subnet. Thatisthe computer hasan IP address and the subnet mask same as the switch. Please pay attention
when inputting the username and password, as they are case sensitive.

IP Address: 192.168.2.1

Subnet Mask: 255.255.0.

Default Gateway: 0.0.0.0

User Name: admin

Password: Welotec@RSAES
Before users can access the configuration, they have to log in. This can simply be done in the following steps.
1. Launch a web browser.

2. Type in the switch IP address (default: http://192.168.2.1). As shown in Figure 2.1. another IP-Adress (e.g.
10.0.50.1) may be used depending on your setup.

Note: When the user name and the password are left empty, the login prompt will not show.

@ 192.168.2.1

Sign in
http://192.168.2.1

Your connection to this site is not private
Username

Password

@ Can(el

3. The user can enter a Username and a Password to access the managed switch. Then, clicking on the Sign in
button.
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@ 192.168.2.1/lc

Sign in
http://192,168.2.1
Your connection to this site is not private

Username | admin

Password | ssresrssssenn

m cancel

1. If the user entered wrong passwords, users can try to re-enter the new username and password again until it is
correct. Or users can simply click the Cancel button to forfeit the process.
2. Ifthe login process was success, the user will be presented with the Port State Overview webpage which shows

the front panel of the managed switch as shown in Figure 2.3.

Managed Switch
weLoTec

Configuration .
Mo“n%r Port State Overview
Diagnostics

) Front panel
Maintenance B

2.1 System

This section describes how users can configure system information in details. Figure 2.4 shows submenus under
the Configuration®System main menu.
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weLoTrec

Configuration
System
Information
IP
NTP
Time
Log
DIP Switch
Alert
SMTP Setting

2.1.1 Information

This subsection describes how users can assign system’s details to the Welotec’s switch. There are three fields in
this System Information Configuration webpage: System Contact, System Name, and System Location. By en-
tering this unique and relevant system information, it will help identifying one specific switch among all the others
in the network. However, the switch must support a SNMP protocol. Figure 2.5 shows the System Information
Configuration Webpage to an RSAES managed switch model. Please click the “Save” button to update the infor-
mation on the switch. Clicking on the Reset button will undo any changes made locally and revert to previously
save values. Table 2.1 summarizes the device information setting descriptions and corresponding default factory

settings.

weLoTrec

Configuration
System

Information
IP
NTP
Time
Log
DIP Switch
Alert
SMTP Setting

System Information Configuration

I Save H Reset \

Table 2.1 Description of the System Information Configuration:
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La-  Description
bel

Sys- | Provides contactinformation for maintenance. Enter the name of whom to contactin case a prob- | Null
tem | lem occurs. The allowed string length is 0 to 255, and the allowed content is the ASCII characters
Con-| from 32to 126.

tact

Sys- | Specifies a particular role or application of different switches. The name entered here will also | Null
tem | be shown in Welotec’s Device Management Utility. By convention, this is the node’s fully-qualified
Name domain name. Adomain name is a text string drawn from the alphabet (A-Za-z), digits (0-9), minus
sign (-). No space characters are permitted as part of a name. The first character must be an alpha
character. And the first or last character must not be a minus sign. The allowed string length is 0
to 255.

Sys- | The physical location of this node (e.g.,telephone closet, 3rd floor). The allowed string lengthis 0 | Null
tem | to 255, and the allowed content is the ASCII characters from 32 to 126.
Lo-
ca-
tion

2.1.2 IP

In this subsection, the user may modify network settings on Internet Protocol (IP) for the managed switch. This
subsection is divided into three parts: IP Configuration, IP Interfaces, and IP Routes, as shown in Table 2.7. First,
the IP Configuration part is related to how the managed switch will be operated as Host. The IP Interfaces part is
related to IP Address configuration and DHCP configuration for both IPv4 and IPv6. Finally, the IP Routes part con-
tains the routing table that provides information about the network destination, gateway, next hop, and distance.

Managed Switch
weLorec .

el IP Configuration

<J[<]l<]l<

IP Interfaces

LLDP VLAN
MAC Table VLAN
VLANS u] > Pot1 v I ] [0 |[192.168.130.141) | ] 1 (] L1
vCL

Mirroring

PTP

e IP Routes
DDMI

upLD

SD Backup Add Rout
Hodous Soting
Monitor

Maintenance

The first part as shown in Figure 2.6 allows the user to set the operating mode of the managed switch. The user
can enter up to four DNS Servers. A DNS (domain name system) proxy allows clients to set up device as a DNS
proxy server. ADNS proxy improves domain lookup performance by caching previous lookups. A typical DNS proxy
processes DNS queries by issuing a new DNS resolution query to each name server that it has detected until the
hostname is resolved. Table 2.2 provides detailed description of each option in this part which is also called basic
setting.
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IP Configuration
Host »
|No DNS server V|| |
|No DNS server V|| |
|No DNS server V|| |
|No DNS server V|| |
0

Table 2.2 Description of Basic Settings:

La- Description

bel
Mode Configure the IP stack to act as a Host, where IP traffic between interfaces will not be routed.

DNS | This setting controls the DNS name resolution done by the switch.There are four servers available for
Serverconfiguration, and the index of the server presents the preference (less index has higher priority) in do-
ing DNS name resolution.The following modes are supported:- No DNS server: No DNS Server will be
used. - Configured IPv4: Explicitly provide the valid IPv4 unicast address of the DNS Server in dotted
decimal notation. Make sure the configured DNS server could be reachable (e.g. via PING) for activating
DNS service.- Configured IPv6: Explicitly provide the valid IPv6 unicast (except local link) address of the
DNS Server. Make sure the configured DNS server could be reachable (e.g. via PING6) for activating DNS
service.- From any DHCPv4 interfaces: The first DNS server offered from a DHCPv4 lease to a DHCPv4-
enabled interface will be used.- From this DHCPv4 interface: Specify from which DHCPv4-enabled in-
terface a provided DNS server should be preferred.- From any DHCPV6 interfaces: The first DNS server
offered from a DHCPv6 lease to a DHCPv6-enabled interface will be used.- From this DHCPv6 interface:
Specify from which DHCPv6-enabled interface a provided DNS server should be preferred.

DNS | When DNS proxy is enabled, system will relay DNS requests to the currently configured DNS server, and
Proxy reply as a DNS resolver to the client devices on the network.Only IPv4 DNS proxy is now supported.

The second part of IP Setting section is the IP Interface part as shown in Figure 2.8. The user can choose to enable
DHCP (Dynamic Host Configuration Protocol) for DHCPv4 and/or DHCPV6 by checking the box behind it. That is
the IP address and related information can be automatically obtained from a DHCP server in the local network
thus reducing the work for an administrator. By disabling this function (DHCP’s box is unchecked), the user has an
option to setup the static IP address and related fields manually. If DHCP is disabled, the user should enter the IP
addresses and Max Length (subnet mask) under IPv4 and/or IPv6 columns. Table 2.3 provides detailed description
of each option in this part of IP Interfaces.

L

[ wrieen |

Table 2.3 Description of IP Interfaces’ Options:

Welotec GmbH www.welotec.com
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Description

Delete Select this option to delete an existing IP interface.

IF The VLAN associated with the IP interface. Only ports in this VLAN will be able to access the IP interface.
This field is only available for input when creating a new interface

DHCPv4£nable the DHCPv4 client by checking this box. If this option is enabled, the system will configure the
En- | IPv4 address and mask of the interface using the DHCPv4 protocol.
abled
DHCPyA his specified which of the three types below, i.e. IfMac, ASCII or HEX, shall be used for the Client Iden-
Client tifier. See RFC-2132 section 9.14.
ID
Type
DHCPv4 he interface name of DHCP client identifier. When DHCPv4 client is enabled and the client identifier
Client typeis ‘ifmac’ the configured interface’s hardware MAC address will be used in the DHCP option 61 field.
ID
if-
Mac
DHCPy4& he ASCII string of DHCP client identifier. When DHCPv4 client is enabled and the client identifier type
Client is ‘ascii’, the ASCII string will be used in the DHCP option 61 field.
1D
ASCII
DHCPv4 he hexadecimal string of DHCP clientidentifier. When DHCPvA4 client is enabled and the client identifier
Client type ‘hex’, the hexadecimal value will be used in the DHCP option 61 field.
ID
HEX
DHCPv4 he hostname of DHCP client. If DHCPv4 client is enabled, the configured hostname will be used in the
Host-| DHCP option 12 field. When this value is empty string, the field use the configured system name plus the
name| latest three bytes of system MAC addresses as the hostname.
DHCPv4 he number of seconds for trying to obtain a DHCP lease. After this period expires, a configured IPv4
Fall- | address will be used as IPv4 interface address. A value of zero disables the fall-back mechanism, such
back | that DHCP will keep retrying until a valid lease is obtained. Legal values are 0 to 4294967295 seconds.
DHCPy4&or DHCP interfaces with an active lease, this column shows the current interface address, as provided
Cur- | bythe DHCP server.
rent
Lease
IPv4 | The IPv4 address of the interface in dotted decimal notation. If DHCP is enabled, this field configures
Ad- | thefall-back address. The field may be left blank if IPv4 operation on the interface is not desired - or no
dress| DHCP fall-back address is desired.
IPv4 | The IPv4 network mask, in number of bits (prefix length). Valid values are between 0 and 30 bits for an
Mask | IPv4 address. If DHCP is enabled, this field configures the fall-back address network mask. The field may
Length be left blank if IPv4 operation on the interface is not desired - or no DHCP fallback address is desired.
DHCPv@&nable the DHCPv6 client by checking this box. If this option is enabled, the system will configure the
En- | IPv6 address of the interface using the DHCPv6 protocol.
able
DHCPv@&nable the DHCPv6 Rapid-Commit option by checking this box. If this option is enabled, the DHCPv6
Rapid client terminates the waiting process as soon as a Reply message with a Rapid Commit option is re-
Com-| ceived. This option is only manageable when DHCPv6 client is enabled.
mit
DHCPy&or DHCPv6 interface with an active lease, this column shows the interface address provided by the
Cur- | DHCPv6 server.
rent
Lease

Zjﬁy‘é Wm% IPv6 address of the interface. An Iqurﬁng vﬁél%ttisiliii:w bit records represented as eight fields of up to

Als | or four hexadecimal digits with a colon sepax@m@@g@ field (:). For example, fe80::215:¢5ff:fe03:4dc7. e

dress symbol :: is a special syntax that can be used as a shorthand way of representing multiple 16-bit groups
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The third part of IP Setting section is the IP Routes part as shown in Figure 2.9. Description of each field or option
is summarized in Table 2.4. Please click on the Save button to update the IP configuration on the switch. A system

reboot is required after each update, so the new network settings can take effect. The user will need to manually
update the new IP address in the URL field of the web browser if the IP address of the managed switch is changed.

IP Routes

| Add Route

Table 2.4 Description of IP Routes’ Options:

Label | Description

Delete | Select this option to delete an existing IP route.

Net- The destination IP network or host address of this route. Valid format is dotted decimal notation or a
work | valid IPv6 notation. A default route can use the value 0.0.0.0or IPv6 :: notation.

Mask | The destination IP network or host mask, in number of bits (prefix length). It defines how much of a
Length| network address that must match, in order to qualify for this route. Valid values are between 0 and 32
bits respectively 128 for IPv6 routes. Only a default route will have a mask length of 0 (as it will match
anything).

Gate- | The IP address of the IP gateway. Valid format is dotted decimal notation or a valid IPv6 notation.
way Gateway and Network must be of the same type.

Next | TheVLAN ID (VID) of the specific IPv6 interface associated with the gateway. - The give VID ranges from
Hop 1t0 4095 and will be effective only when the corresponding IPv6 interface is valid. - If the IPv6 gateway
VLAN | address is link-local, it must specify the next hop VLAN for the gateway. - If the IPv6 gateway address
(IPv6) | is not link-local, system ignores the next hop VLAN for the gateway.

Dis- The distance value of the route entry is used to provide the priority information routing protocols to
tance | routers. When two or more different routing protocols are involved and have the same destination,
the distance value can be used to select the best path.

2.1.3 NTP

Welotec’s industrial managed switch has internal calendar (date) and clock (or system time) which can be set man-
ually or automatically. Figure 2.10 shows the Network Time Protocol (NTP) configuration webpage. Here, users
can automatically set the device’s time by first selecting Enabled from the drop-down menu of Mode field. Then,
users must enter the IP or Domain address of up to the total of five NTP servers: Serverl, Server2, Server3, Server4,
and Server 5. This allows the device to synchronise date and time with one of the NTP server. First, it will be syn-
chronized with the Server 1. If it failed to respond, the device will select the second priority server or Server 2 to
synchronize time with. If the Server 2 failed to respond, the device will then contact the third priority server or
Server 3. This goes on until the device gets the respond from the NTP server, or none of them is respond. If any
field is NULL, the device will not contact that server and continue contacting other lower priority servers instead.
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a byte smarter

Configuration
System
Information
IP
NTP
Time
Log
DIF Switch
Alert
SMTF Setting
FPorts
ERPS
DHCPv4
Security | Save || Reset |

NTP Configuration

| Disabled v |

The detailed description of each field is provided in Table 2.5.
Table 2.5 Descriptions of the NTP Settings:

La-  Description

bel

Mode Select to enable or disable an automatically setting of the device time. This option will disable ' Dis-
or enable network time protocol (NTP) daemon inside the managed switch which allows this | abled
managed device to synchronize its clock with other NTP servers.

ServerSets the first IP or Domain address of NTP Server; e.g., time.nist.gov. NULL
1

ServerSets the second IP or Domain address of NTP Server. Switch will locate the 2nd NTP Server if | NULL
2 the 1st NTP Server fails to connect; e.g., time-A.timefreq.bldrdoc.gov

ServerSets the third IP or Domain address of NTP Server. Switch will locate the 3rd NTP Server if the | NULL
3 2nd NTP Server fails to connect.

ServerSets the fourth IP or Domain address of NTP Server. Switch will locate the 4th NTP Server if the | NULL
4 3rd NTP Server fails to connect.

ServerSets the fifth IP or Domain address of NTP Server. Switch will locate the 5th NTP Server if the | NULL
5 4th NTP Server fails to connect.

2.1.4 Time

This Time webpage allows the user to configure the time zone and daylight saving for the managed switch. There
are three setting parts within this webpage: System Time Configuration, Time Zone Configuration, and Daylight
Saving Time Configuration.

The first part : System Time Configuration, users are allowed to set the device’s system time by manual. Table 2.6
summarizes the descriptions of options in system time configuration.

The second part : Time Zone Configuration, users are allowed to set the device’s time zone. By clicking the drop-
down list of Time Zone field, users can select the device’s local time zone or Manual Setting option** In the Hours
and Minutes fields, users can enter the number of hours and minutes of the device’s time that is offset from the

Welotec GmbH www.welotec.com
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local time zone when users selected Manual Setting option. Table 2.7 summarizes the descriptions of options in
time zone configuration.

Thethird part: Daylight-Saving Time Configuration, if the switch is deployed in a region where daylight saving time
is practiced (see note below for explanation), please select the Recurring or Non-Recurring options for Daylight
Saving Time field within the Daylight-Saving Time Configuration box. Then, users will have to enter the Start
Time settings, End Time settings, and Offset settings in minute(s). Note that the Start Time settings and End
Time setting will be different between the Recurring and Non-Recurring options. Recurring option means that
the configuration of daylight saving will be repeated very year. On the other hand, non-recurring option means
that the daylight saving will be repeated only on the specified years. Table 2.8 summarizes the descriptions of
options in daylight saving time configuration.

Note:

e Daylight Saving Time: In certain regions (e.g., US), local time is adjusted during the summer season in order to
provide an extra hour of daylight in the afternoon, and one hour is usually shifted forward or backward.

e NTP: Network Time Protocol is used to synchronize the computer systems’ clocks with a standard NTP server:
Examples of two NTP servers are time.nist.gov and time-A.timefreq.bldrdoc.gov.

Welotec GmbH www.welotec.com
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Configurati . .
usyls?;? o System Time Configuration

Information
IP
NTP
Time
Log
DIP Switch
Alert
SMTP Setting
Ports
ERPS
DHCPv4
Security
Aggregation
Spanning Tree
IPMC
LLDP -
SyncE (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna w
MAC Table v
WVLANS ; =
VCL
Q0% | {0 -16 characters )
Idirroring
PTP e - i
GVRP Daylight Saving Time Configuration
DDMI
uDLD
SD Backup blad
Modbus Setting
Monitor
Diagnostics
Maintenance

Time Zone Configuration

(1 -1438) Minutes

Table 2.6 Description of System Time Configuration:

Label Description ‘

Month Select the month of system time

Date Select the date of system time

Year Select the year of system time

Hours Select the starting hour of system time
Minutes | Select the starting minute of system time
Seconds | Select the starting second of system time

Welotec GmbH www.welotec.com
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Table 2.7 Description of Time Zone Configuration:

Description

Time | Listsvarious Time Zones worldwide. Select appropriate Time Zone from the drop down and click Save
Zone | toset. The ‘Manual Setting’ options is used for the specific time zone which is excluded from the options
list.

Hours| Number of hours offset from UTC. The field only available when Time Zone is set to Manual Setting.

Min- | Number of minutes offset from UTC. The field only available when Time Zone is set to Manual Setting.
utes

Acronynmser can set the acronym of the time zone. This is a User configurable acronym to identify the time
zone. (Range: Up to 16 characters) Notice the string ’ is a special syntax that is reserved for null input.

Table 2.8 Description of Daylight-Saving Time Configuration:

Welotec GmbH www.welotec.com
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Label Description

Day- This is used to set the clokc forward or backward according to the configurations set below for a de-
light fined Daylight-Saving Time duration. - Select ‘Disable’ to disable the Daylight-Saving Time configura-
Sav- tion. - Select ‘Recurring’ and configure the Daylight-Saving Time duration to repeat the configuration
ing every year. - Select ‘Non-Recurring’ and configure the Daylight-Saving Time duration for single time
Time configuration. (Default: Disabled)

Recur-

ring

Con-

figura-

tion

Start Week - Select the starting week number. Day - Select the starting day.Month - Select the starting
Time month. Hours - Select the starting hour. Minutes - Select the starting minute.
set-

tings

End Week - Select the ending week number. Day - Select the ending day. Month - Select the ending month.
time Hours - Select the ending hour. Minutes - Select the ending minute.

set-

tings

Offset | Offset - Enter the number of minutes to add during Daylight Saving Time. (Range: 1 to 1439)
set-
tings

Non-
Recurring
Con-
figura-
tion

Start Month - Select the starting month. Date - Select the starting date.Year - Select the starting year. Hours
Time - Select the starting hour. Minutes - Select the starting minute.

set-
tings

End Month - Select the ending month. Date - Select the ending date. Year - Select the ending year. Hours
time - Select the ending hour. Minutes - Select the ending minute.

set-
tings

Offset | Offset - Enter the number of minutes to add during Daylight Saving Time. (Range: 1 to 1439)
set-
tings

2.1.5 Log

Figure 2.12 shows System Log configuration setting webpage. System Log or syslog keeps records of messages or
events that are related to the overall functionalities of the managed switch. Here the users can enable how the log
will be delivered to other system. It can be sent to a remote log server. Select Enabled from the drop-down list of
the Server Mode field if users want the system log to be saved in the remote log server, or select Disabled to disable
server mode operation. The users need to select the log level and provide the IP address of a remote log server.
Please click on the Save button after finishing the setup or Reset button to disregard all changes made locally and
revert to previously saved values. Table 2.9 describes the details of parameters setting for the system log. Type of
syslog level include: Error, Warning, Notice, and Informational.
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Table 2.9 Descriptions of the System Zone Configuration:

Field Detailed description of mode

Serverindicates the server mode operation. When the mode is enabled, the syslog message will send out to
Mode syslog server. The syslog protocol is based on UDP communication and received on UDP port 514 and
the syslog server will not send acknowledgments back sender since UDP is a connectionless protocol
and it does not provide acknowledgments. The syslog packet will always send out even if the syslog
server does not exist. Possible modes are: Enabled: Enable server mode operation. Disabled: Disable
server mode operation.

Serverindicates the IPv4 host address of syslog server. If the switch provides DNS feature, it also can be adomain
Ad- | name.
dres:

Sys- | Indicates what kind of message will send to syslog server. Possible modes are: - Error: Send the specific
log | messageswhich severity codeis less or equal than Error(3). - Warning: Send the specific messages which
Level severity code is less or equal than Warning(4). - Notice: Send the specific messages which severity code
is less or equal than Notice(5). - Informational: Send the specific messages which severity code is less or
equal than Informational(6).

2.1.6 DIP Switch

This section describes the DIP Switch Configuration. Click the Enable DIP Switch Control box to enable it. The DIP
switch 1 on/off means Ring is activated/deactivated. The DIP switch 2 on/off means Master is selected/deselected,
and Slave is deselected/selected. When the DIP Switch 3 and 4 are on, nothing (N/A) is selected. When the DIP
switch 3 and 4 are off, ERPS is selected. Webpage for configuring the system DIP switch is shown in Figure 2.13.
Click Save button to update the DIP Switch Configuration.
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System
Information
IP
NTP
Time
Log
DIP Switch
Alert
SMTF Setting
Ports
ERP3
DHCPv4
Security

2.1.7 Alert

O weLoTec

DIP Switch Configuration

Enable DIP Switch Control

1 Of Ring is deactivate
2 Off Slave is selected
AL ERPS is selected

Save

This webpage allows the users to configure how each type of the power status alarm events will be sent or notify
the users. Power Status Alarms keep track of power status of the switch based on the available input connectors.

RSAES supports two to three power sources. In the example, Powerl and Power2 are illustrated as shown in Figure
2.14. Users can enable a notification of each power source separately. Also, they can get notifications through many
methods including Relay, Alarm LED, and E-mail by selecting Enabled in any of these fields. Click Save button to
let the setting take effect, or click Reset button to change back to the previously saved values.

weLoTrec

Configuration
System
Information
IF
WNTP
Time
Log
DIP Switch
Alert
SMTP Sefting
FPorts
ERPS
DHCPv4
Security

Power Status Alert

Power 1 |Disabled w| |Disabled +| |Disabled w
Power 2 |Disabled v| |Disabled v| |Disabled w|
Power 3 |Disabled v| |Disabled v| |Disabled w|

| Save || Reset |

Table 2.10 summarizes the Power Status Alarm event selection.

Table 2.10 Descriptions of Power Status Alarm Event Selection:
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lll
Label ’ Description Factory Default
Power Indicate specific power supply such as Power 1 and Power 2 |-
Relay Options: Disabled, Power On, or Power Off Disabled
Alarm LED | Options: Disabled, Power On, or Power Off Disabled
E-mail Options: Disabled, Power On, or Power Off Disabled

2.1.8 SMTP Setting

Simple Mail Transfer Protocol (SMTP) is an internet standard for e-mail transmission across IP networks. In case
any warning events occur, the system can send an alarm message (e.g., Link Status and System Log) to users by
e-mail. As shown in Figure 2.15, users can enable/disable server’s authentication, input user name and password if
enabled, and edit email address of the sender and four recipients. The total of four recipients are allowed to receive
an e-mail.

weLoitTrec

te smarter

Configuration -
ST SMTP Setting
Infarmation

IP

NTP

Time

Log

DIP Switch

Alert

SMTF Setting
Ports
ERPS
DHCPv4
Security
Aggregation
Spanning Tree
IPMC
LLDP
SyncE
IMAC Table
VLANS
VCL | Save || Send Test E-mail ]
QoS

An example of SMTP Setting is shown in Figure 2.16. When users select the box behind the Authentication field,
TLS field as well as User Name and Change Password fields are enabled. Users can configure e-mail address of
sender, so that the recipient can reply back to the correct person in charge. Also, users can configure the subject
of email, so that it can be easily distinguishable from the other e-mails. At last, users can edit e-mail addresses of
all four recipients in the order shown in the e-mail. After entering all the necessary fields, please click on the Save
button to allow the setting to take effect. Note that users can test sending an e-mail by simply clicking on the Send
Test E-mail button. The description of each SMTP Setting parameter is summarized in Table 2.11.
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Configuration
System
Information
IP
NTP
Time
Log
DIP Switch
Alert
SMTP Setting
Ports
ERPS
DHCPv4
Security
Aggregation
Spanning Tree
IPMC
LLDP
SyncE
MAC Table
WLANS
VCL
QoS
Idirroring
PTP
GWVRP
DDMI
upLD
SD Backup
Modbus Setting
Monitor
Diagnostics
Maintenance

smarter

SMTP Setting

| Save || Send Test E-mail

Table 2.11 Descriptions of SMTP Setting:
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| userd@example.com

| userb@example.com

www.welotec.com
info@welotec.com
+49 2554 9130 00

Page 20



O weLoTec

Description

SMTP Configure the IP address of an out-going e-mail server | NULL

Server

Authenti- By checking on the box, users Enable or disable an authentication login. If enabled, | Dis-

cation users need an authentication to access the SMTP server. Thus, the users will alsoneed | able
to setup User Name and Password to connect to the SMTP server (Unchecked)

TLS/SSL Enable or disable Transport Layer Security (TLS)/ Secure SocketsLayer (SSL) whichis | Dis-
an encryption mechanism for communication with the SMTP Server able(Unchecked)

User Name | Setthe user name (or account name) to login for authentication. Max. 31 characters. | NULL

Change Enable the checkbox if user need to set or change account password. If the checkbox | Dis-

Password is disabled, the account password will remain the old one. (If the password has notbe | able
set before, it will be NULL) (Unchecked)

Password Set the account password for login/authentication. Max. 31 characters. NULL

E-mail Configure the sender E-mail address NULL

Address of

Sender

Subject of | Type the subject of this warning message. Max. 63 characters. NULL

Mail

E-mail Ad- | Setthe first receiver’s E-mail address. NULL

dress of 1st

Recipient

E-mail Set the second receiver’s E-mail address. NULL

Address

of 2nd

Recipient

E-mail Ad- | Setthe third receiver’s E-mail address. NULL

dress of 3rd

Recipient

E-mail Ad- | Setthe fourth receiver’s E-mail address. NULL

dress of 4th

Recipient

Save Save these modifications on the managed switch. -

Send Test | Send a test email to recipient(s) above to check accuracy. -

E-mail

2.2 Ports

Port Setting webpage is shown in Figure 2.17. The users can check the state of each port through Link column. Red
color means port is down while green color means port is up. Users can also check the Warning status of the port.
In the speed column, users can check the Current speed and configure a new speed through Configured column.
The possible physical layer connections of each port are listed on the Adv Duplex and Adv speed column. The
port’s duplexing (Duplex) can be either Full duplex (Fdx) or Half duplex (Hdx). The Half duplex option allows one-
way communication at a time, while the Full duplex option allows simultaneous two-way communication. The
transmission Speed of each port can be chosen from the dropdown list which could be 10, 100, and 1000 Mbps.

On the next column, user can select to enable/disable Flow Control for each port. The Flow Control mechanism
can be enabled to avoid packet loss when congestion occurs. Within this column, there are Curr Rx and Curr Tx
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sub-columns, where users can check the status of flow control on the receiving and transmitting link, respectively.
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Configuration
System
Information

NTP

Time

Log

DIP Switch
Alert
SMTF Setting

Ports

ERPS

DHCPvd

Security

Aggregation

Spanning Tree

IPMC

LLDP

SyncE

MAC Table

WLANS

VCL

QoS

IMirroring

PTP

Port Configuration

Table 2.12 Descriptions of Port Configuration:
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Field Sub-| Description

la- field

bel La-

~ bel

Port Indicate port number. e.g., ranging from 1to 11. In the first row, port * will show all possible | -

configurable options for the device.

Link Show link status. Red colour for port down, and green colour for port up. -

Warn- Indicate a warning when there is a problem with the port. Different colours are used to | Grey

ing indicate the severity of port problem.grey colour: No warnings yellow colour: There are | colot

warnings, use tooltip to see.

Speed Cur- | Show current speed of the port. e.g., 100 fdx for 100 Mbps full duplex. If port is currently | -
rent | down, this field will show “down”.

SpeedCon-| Select any available link speed for the given siwtch port. Only speeds supported by the | Au-
fig- | specific portisshown. Possible speeds are: - Disabled - Disables the switch port operation.- | to-
ured| Automatic - Port auto negotiating speed and duplex with the link partner and selects the | matic

highest speed that is compatible with the link partner. - 10Mbps HDX - Fores the port in
10Mbps half-duplex mode. - 10Mbps FDX - Fores the port in 10Mbps full-duplex mode. -
100Mbps HDX - Fores the port in 100Mbps half-duplex mode. - 100Mbps FDX - Fores the
portin 100Mbps full-duplex mode. - 1Gbps FDX - Fores the port in 1Gbps full-duplex mode.

Adv | Auto| When duplex is set as auto i.e. auto negotiation, the port will only advertise the specified

Du- duplex as either Fdx or Hdx to the link partner. By default, port will advertise all the sup-

plex ported duplexes if the Duplex is Auto.

Adv | Fdx | Full-duplex mode of the link. Click a checkbox to enable the option. -

Du-

plex

Adv | Hdx | Half-duplex mode of the link. Click a checkbox to enable the option. -

Du-

plex

Adv | Auto| When speed is set as auto i.e. auto negotiation, the port will only advertise the specified

Speed speeds (10M, 100M, 1G) to the link partner. By default, port will advertise alle supported

speeds if speed is set as Auto.

Adv | 10M | Click to enable 10 Mbps link speed for this port. -

Speed

Adv | 100M Click to enable 100 Mbps link speed for this port. -

Speed

Adv | 1G | Click to enable 1 Gbps link speed for this port. -

Speed

Flow| Auto| When Auto speed is selected on a port, this section indicates the flow control capability that

Con- is a vertised to the link partner. When a fixed-speed setting is selected, that is what is used.

trol The Current Rx column indicates whether pause frames on the port are obeyed, and the

Current Tx column indicates whether pause frames on the port are transmitted. The Rxand
Tx settings are determined by the result of the last Auto Negotiation. Check the configured
column to use flow control. This setting is related to the configured setting for Configured
Link Speed. NOTICE: The 100FX stadard does not supoort Auto Negotiation, so when in
100FX mode the flow control capabilities will always be shown as “disabled”.

Flow| En- | The Flow Control mechanism can be enabled to avoid packet loss when congestion occurs.

Con-| able

trol

Flow, Curr| Symbolyforshowingthatflow controlisactive on the receiving traffic. Symbol X for show- | X

Con-| Rx | ingthat flow controlis not active on the receiving traffic.

trol

vanféﬁ,eﬁrég Symbol + for showing that flow cqvﬁ%vémegﬁgi@gpn the transmitting traffic. Symbol X for | X
16@N-leTx | showing that flow control is not activespsthesransmitting traffic. Page 23
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2.3 ERPS

Ethernet Ring Protection Switching (ERPS) is a protocol for Ethernet layer network rings. The protocol specifies
the protection mechanism for sub-50 ms delay time. ERPS provides highly reliable and stable protection in the
ring topology, and it never forms loops, which can affect network operation and service availability.

An ERPS ring consists of interconnected Layer 2 switching devices configured with the same control VLAN. The
major ring is a closed ring, whereas a sub-ring is a non-closed ring. The major ring and sub-ring can be configured
through type field.

In the Ethernet ring, loops can be avoided by guaranteeing that traffic may flow on all but one of the ring links
at any time. This particular link is called Ring Protection Link (RPL). A control message called Ring Automatic
Protection Switch (RAPS) coordinates the activities of switching on/off the RPL. Under normal conditions, this link
is blocked by the designated Ethernet Ring Node called RPL Owner Node to ensure that there is no loop formed for
the Ethernet traffic. The node at the other end of the RPL is known as RPL Neighbor Node. In case an Ethernet ring
failure occurs, the RPL Owner Node will be responsible for unblocking its end of the RPL to allow RPL to be used as
a backup link. The RPL is the backup link when one link failure occurs. Other ring ports called common port will
help monitoring the status of the directly connected ERPS link and send RAPS PDUs to notify the other ports of its
link status changes.

In case that users do not want their clients to detect the fault and would like sometimes to rectify the problem,
users may use the Holdoff timer. If the fault occurs, the fault is not immediately sent to ERPS until the Holdoff
timer expires.

If an RPL owner port is unblocked due to a link or node recovery after its faulty, the involved port may not be
changed to Up state immediately since it may cause network flapping. To prevent this problem, in revertive switch-
ing, the node where the RPL owner port resides starts the wait to restore (WTR) timer after receiving a RAPS No
Request (NR) message. If the node receives a RAPS Signal Fail (SF) message before the timer expires, it will termi-
nate the WTR timer. Otherwise, the RPL owner will block its own port, and send out RAPS (no request or NR, root
blocked or RB) messages to inform the other nodes of the link or node recovery and starts the Guard timer. Before
the Guard timer expires, other nodes do not process any RAPS (NR) messages to avoid receiving out-of-date RAPS
(NR) messages. After the Guard timer expires, if the other nodes still receive RAPS (NR) messages, the nodes set
their recovered ports on the ring to the Forwarding state. In non-revertive switching, the WTR timer is not started,
and the original faulty link is still blocked. ERPSv1 supports only revertive switching. ERPSv2 supports both re-
vertive and non-revertive switching.

Control messages of each ERPS ring (e.g., R-APS PDUs) are transmitted through a configuration of a control VLAN.
For an ERPS ring that is already configured a control VLAN, when users add a port to the ERPS ring, the port is
automatically added to the control VLAN. Different ERPS rings cannot be configured with the same control VLAN
ID. The control VLAN must be mapped to an Ethernet Ring Protection (ERP) instance, so that ERPS forwards or
blocks the VLAN packets based on blocking rules, protecting the ring network from broadcast storms.

Figure 2.19 shows the ERPS Configuration webpage. Table 2.13 summarizes the descriptions of columns in EPRS
Configuration’s table.

Managed Switch

weLoTec
CoSn;::r?tion ERPS Configuration
Information
P
NTP
H!‘e 1 Nome RingPortd vi Major 0 5] 10 Link 11 Link 1 00:00:00:00:00:00 1 4090 T 500 10 ol 196 ® ¢ 6
DIP Switch @
Alert
SMTP Setting
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Label Description

ERPS The ID of ERPS. Valid range 1 - 64.

RPL Mode | Ring Protection Link mode. Possible values: None: This switch doesn’t have the RPL port in the
ring. Owner: This switch doesn’t have the RPL port in the ring. Neighbor: This switch is RPL
neighbor for the ring.

RPL Port Indicates whether itis port0 or portl thatis the Ring Protection Link. Not used if RPL Mode is None.

Ver ERPS protocol version. v1 and v2 are supported.

Type Type of ring. Possible values:Major: ERPS major ring (G.8001-2016, clause 3.2.39) Sub: ERPS sub-
ring (G.8001-2016, clause 3.2.66) InterSub: ERPS sub-ring on an interconnection node (G.8001-
2016, clause 3.2.66)

vC Controls whether to use a Virtual Channel with a sub-ring.

Inter- For a sub-ring on an interconnection node, this must reference the instance ID of the ring to which

connect this sub-ring is connected.

Instance

Intercon- | Controls whether the ring referenced by Interconnect Instance shall propagate R-APS flush PDUs

nect Prop | whenever this sub-ring’s topology changes.

Port0/Portl Interface index of ring protection Port0/Port1.

Interface

Port0/Portl Selects whether Signal Fail (SF) comes from the link state of a given interface, or from a Down-MEP.

SF Possible values: MEP: Down-MEP Link: Link

Ring Id The Ring ID is used - along with the control VLAN - to identify R-APS PDUs as belonging to a partic-
ularring.

Node Id The Node ID is used inside the R-APS specific PDU to uniquely identify this node (switch) on the
ring.

Level MD/MEG Level of R-APS PDUs we transmit.

Control The VLAN on which R-APS PDUs are transmitted and received on the ring ports.

VLAN

Control The PCP value used in the VLAN tag of the R-APS PDUs.

PCP

Rev Revertive (true) or Non-revertive (false) mode.

Guard Guard time in ms. Valid range is 10 - 2000 ms.

WTR Wait-to-Restore time (WTR) in seconds. Valid range 1 - 720 sec.

Hold Off Hold off time in ms. Value is rounded down to 100ms precision. Valid range is 0 - 10000 ms.

Enable The administrative state of this APS ERPS. Check to make it function normally and uncheck to
make it cease functioning.

Oper The operational state of ERPS instance. green colour: Active red colour: Disabled or Internal error.

Warning Operational warnings of ERPS instance. grey colour: No warnings yellow colour: There are warn-
ings, use tooltip to see.

Please click @ to start configuring the ERPS. After clicking the @, Figure 2.20 below will be appeared.
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Table 2.14 shows the descriptions of each field and subfields in the ERPs configuration webpage in details.

Table 2.14 Descriptions of ERPS Configuration Webpage:
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Description

ERPS

' Configure ERPS number to indicate a ring. Ranging from 1 to 64. ' 0
Ver- Indicate the version that ERPS protocol is using. Two options are available: v1 and v2. V2
sion
Type Indicate type of ERPS ring. There are three options: Major, Sub, Intersub. Ma-
jor
vC Controls whether to use a Virtual Channel with a sub-ring. The Virtual Channel that’sused | Clicked
to pass through R-APS message packet of subring. User must add control VLAN of sub-ring
to each ring ports of Major-ring. If selected, the virtual channel is enabled.
In- | In- For a sub-ring on an interconnection node, this must reference the instance ID of the ring | 0
ter- | stanceto which this sub-ring is connected. Ethernet Ring Protection (ERP) Instance to forwards
con- or blocks the VLAN packets based on blocking rules.
nect
In- | Prop| Controlswhethertheringreferenced by Interconnect Instance shall propagate R-APS flush | Unclicked
ter- PDUs whenever this sub-ring’s topology changes.
con-
nect
Port| Portd Select which port on the managed switch will be on Ring Port0. Ranging from 1 to maxi- | 1
If mum number of ports.
Port| Portl Select which port on the managed switch will be on Ring Portl. Ranging from 1 to maxi- | 1
If mum number of ports.
RingID Indicate ring identification number, ranging from 1 to 9999. The Ring ID is used - along | 1
with the control VLAN - to identify R-APS PDUs as belonging to a particular ring.
NodelD The Node ID is used inside the R-APS specific PDU to uniquely identify this node (switch) | 00:00:00:00:00:00
on the ring. Enter a MAC address manually.
Leve MD/MEG Level of R-APS PDUs we transmit. Ranging from 0 to 7. 7
Con-| VLAN| The VLAN on which R-APS PDUs are transmitted and received on the ring ports. Specify | 1
trol the virtual local area network that this static MAC belongs to, ranging from 1 to 4096.
Con-| PCP | The PCP value used in the VLAN tag of the R-APS PDUs. Priority Code Point within the | 7
trol Ethernet frame header. PCP 0 is the lowest priority and 7 is the highest priority.
Rev Revertive (true) or Non-revertive (false) mode. Click/Unclick to enable the revertive/non- | Clicked
revertive switching.
Guard Set the guard time of the ring. Range is from 10 to 2000 ms. 500
WTR Set the wait-to-restore (WTR) time of the ringin seconds. Lower value has lower protection | 300
time. Range of the WTR Timer is from 1 to 720 seconds.
Hold- Set the holdoff time of the ring. Range is from 0 to 10000 ms. 0
off
En- The administrative state of this ERPS. Check to make it function normally and uncheck to | Unclicked
able make it cease functioning.
VLAN Indicate Identification number of VLAN (Virtual Local Area Network). VLANs which are pro- | NULL
ID tected by this ring instance. At least one VLAN must be protected. Specify as a comma
separated list of vlan numbers or vlan ranges. Ex.: 1,4,7,30-70.
RPL There are three types of Ring Protection Link (RPLO mode: None, Owner, Neighbour) | None
Mode where: - None is RPL common port. This switch doesn “t have the RPL port in the ring. -
Weloteclomby | Owneris RPL owner port. This swifgh,is,RBleomner for the ring. - Neighbour is RPL neigh-
Zum Hagenbach 7 bour port (only in ERPSv2). This switahvisiRBLweighbour for the ring. o
RPL Indicates whetheritis port0 or porﬁ?h%ﬁsgtlﬁ%%ng Protection Link. Not used if RPLMode | Ring-
DAvi ‘e NlAarnaAa DAviN
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Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values. Click Cancel button to return to the previous page; any changes made locally will be undone.

2.4 DHCPv4

Welotec’s RSAES managed switch can act as a DHCPv4 (Dynamic Host Configuration Protocol over IP version 4)
server in the local network. By enabling this function in the managed switch, an IPv4 addresses and related fields
will be automatically assigned and delivered by the DHCPv4 server running inside the managed switch to other
network devices connected to the managed switch. Under this Configuration®RDHCPv4 menu, there are two sub-
menus, Snooping and Relay as shown in Figure 2.21. The following subsections will describe them in more details.

weLoTec

Configuration
System
Ports
ERPS
DHCPv4

Snooping
Felay
Security

2.4.1 Snooping

Arogue DHCP (Dynamic Host Control Protocol) server may be set up by an attacker in the network to provide falsify
network configuration to a DHCP client such as wrong IP address, in-correct subnet mask, malicious gateway, and
malicious DNS server. The purpose of DHCP spoofing attack may be to redirect the traffic of the DHCP client to a
malicious domain and try to eavesdrop the traffic or simply try to prevent a successful network connection estab-
lishment. To protect against a network security attack of rogue DHCP server or DHCP spoofing attack, Welotec’s
RSAES provide DHCP Snooping feature. When this feature is enabled on specific port(s) of RSAES managed switch,
the RSAES will allow the DHCP messages from trusted ports to pass through while it will discard or filter the DHCP
messages from untrusted ports. To enable the DHCP Snooping feature, select the Enabled option from the drop-
down menu behind the Snooping Mode option under the DHCP Snooping Configuration webpage as shown in
Figure 2.22. By default, all interfaces of RSAES are untrusted for DHCP Snooping. To configure specific port(s) as
trusted port(s), simply select the Trusted option under the Mode column for that particular Port(s). Finally, click
the Save button at the bottom of the webpage to activate the DHCP Snooping on the selected port(s). Click Reset
button to undo any change made locally and revert to previously saved values. Table 2.15 describes the options of
DHCP Snooping Configuration.
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Diagnostics
Maintenance

[ Save || Reset |

Table 2.15 Description of DHCP Snooping Configuration:

Field Description
Label

Snoop- | Indicates the DHCP snooping mode operation. Possible modes are: Enabled: Enable DHCP | Dis-
ing snooping mode operation. When DHCP snooping mode operation is enabled, the DHCP re- | abled
Mode quest messages will be forwarded to trusted ports and only allow reply packets from trusted
ports. Disabled: Disable DHCP snooping mode operation.

Port Indicates the DHCP snooping port mode. Possible port modes are: Trusted: Configures the | Truste
Mode port as trusted source of the DHCP messages. Untrusted: Configures the port as untrusted
Con- source of the DHCP messages.

figura-

tion
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2.4.2 Relay

ADHCP relay agent is a small program that relays DHCP/BOOTP messages between clients and servers on different
subnets. DHCP/BOOTP relay agents are parts of the DHCP and BOOTP standards and function according to the
Request for Comments (RFCs). It stores the incoming interface IP address in the GIADDR field of the DHCP packet.
The DHCP server can use the value of GIADDR field to determine the assigned subnet. For such condition, please
make sure the switch configuration of VLAN interface IP address and PVID (Port VLAN ID) correctly.

Arelay agent relays DHCP/BOOTP messages that are broadcast on one of its connected physical interfaces, such as
anetwork adapter, to other remote subnets to which it is connected by other physical interfaces. Figure 2.23 shows
the DHCP Relay configuration webpage. Users can enable the DHCP Relay by selecting the Enabled box behind the
Relay Mode option. Then, users can enter a Relay server’s IP address in the Relay Server field.

Users also have a choice to enable the DHCP Relay Information Mode. If it is enabled, the switch will insert infor-
mation about the client’s network location into the packet header of the DHCP request, which is coming from the
client on an untrusted interface. Then, the switch will send the modified request to the DHCP server. The DHCP
server will inspect the information in the packet header and use it to generate the IP address or other parameters
for the client. When the DHCP server returns the response to the switch, the switch will have an option to Replace,
Keep, and Drop the information from the response packet and forward it to the client. After finishing the DHCP
Relay setup, please click on the Save button to allow the change to take effect.

weLoTrec

Configuration

System DHCP Relay Configuration
Forts :
ERPS | Disabled v
DHCPv4 0.0.0.0

Snooping =

Relay | Disabled v|
Security |Keep v |
Agaregation
Spanning Tree | e || Fasa |
IPMC
LLDP

Table 2.16 Description of DHCP Relay Configuration:
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Description

Re- '

There are two modes here: Disabled or Enabled. Click the dropdown box to deactivate or activate | Dis-
lay | therelay mode. Enabled: Enable DHCP relay mode operation. When DHCP relay mode operation | ablec
Mode is enabled, the agent forwards and transfers DHCP messages between the clients and the server

when they are notin the same subnet domain. And the DHCP broadcast message won’t be flooded

for security considerations. Disabled: Disable DHCP relay mode operation.

Re- | Enter an IPv4 address of the DHCP relay server. 0.0.0,0
lay

serve

Re- | Therearetwo modes here: Disabled and Enabled. Click the dropdown list to deactivate or activate | Dis-
lay | theinformation mode of the DHCP relay server. Enabled: Enable DHCP relay information mode | ablec
In- | operation. When DHCP relay information mode operation is enabled, the agent inserts specific

for- | information (option 82) into a DHCP message when forwarding to DHCP server and removes it

ma- | from a DHCP message when transferring to DHCP client. It only works when DHCP relay operation

tion | mode is enabled. Disabled: Disable DHCP relay information mode operation.

Mode

Re- | Settheinformation policy for the DHCP relay server. There are three modes here: Replace, Keep, | Keep
lay | and Drop. When DHCP relay information mode operation is enabled, if the agent receives a DHCP

In- | message that already contains relay agent information it will enforce the policy. The ‘Replace’

for- | policyisinvalid when relay information mode is disabled. Replace: Replace the original relay in-

ma- | formation whena DHCP message that already containsitis received. Keep: Keep the original relay

tion | information when a DHCP message that already contains it is received. Drop: Drop the package

Pol- | when a DHCP message that already contains relay information is received.

icy

2.5

Security

Security Configuration of Welotec’s RSAES managed switch consists of three main parts: Switch, Network, and
AAA. There are a number of submenus for each of these main security configuration parts as shown in Figure 2.24.
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Security
Switch
Users
Frivilege Levels
Auth Method
55H
HTTPS
SMNMP
System
Trap
Communities
sers
Groups
Views
Access
RMOMN
Statistics
Histaory
Alarm
Event
Metwork
Fort Security
Configuration
MAC Addresses
MAS
ACL
Forts
Fate Limiters
Access Control List
IP Source Guard
ARP Inspeciion
ABA
RADIUS
TACACS+

2.5.1 Switch

The first submenu under Configuration®Security is the Switch menu as shown in Figure 2.25. There are other sub-
menus under this Switch menu which are Users, Privilege Levels, Auth Method, SSH, HTTPS, SNMP, and RMON. The
following subsections will explain each of these menus in more details.
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Configuration o . .
sysg{em Users Configuration

Ports
ERPS

DHCPv4 admin
Snooping
Relay | Add New User |

Security
Switch

Users
Privilege Levels
Auth Method
S5H
HTTPS
SMMP
System
Trap
Communities
sers
Groups
Views
Acrcess
RMOM
Statistics
Histary
Alarm
Event

Switch Users

A simple way of providing terminal access control in your network device (managed switch) is to use passwords
and assign privilege levels. Password protection restricts access to a network or network device. Privilege levels
define what commands users can enter after they have logged into a network device. RSAES managed switch uses
privilege levels to provide password security for different levels of switch operation. The privilege level of the useris
ranging from 0 to 15. If the user has the privilege level value of 15, it means that the user is granted the full control of
the device, whichisbeing an administrator. The system maintenance, such as software upload and factory defaults,
need a user privilege level of 15. Guest account usually is assigned with the privilege level 5, and has the read-only
access. Whereas, a standard user usually is assigned with the privilege level of 10 and has the read-write access.

When users first enter this Users Configuration webpage, users will see an overview of the current users. The user
overview webpage consists of User Name and Privilege Level columns, as shown in Figure 2.26. Currently the only
way to login as another user on the web server of the managed switch is to close and reopen the web browser.
Table 2.17 provides explanation for the User Configuration webpage.
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a byte smarter

cﬂs"ﬂ?:,.? o Users Configuration
Forts
ERPS
DHCPv4
Snooping
Relay | Add Mew User |
Security
Switch

admin 15

Table 2.17 Description of Users Configuration:

Field Description

La-
bel

User| The name identifying the user. Thisis also a link to Add/Edit User.
Nameg

Priv-| The privilege level of the user. The allowed range is 0 to 15. If the privilege level value is 15, it can ac-
i- cess all groups, i.e., that is granted the fully control of the device. But other values need to refer to each
lege | group privelege level. User” s privilege should be same or greater than the group privilege level to have
Level the access of that group. By default setting, most groups privilege level 5 has the read-only access and
privilege level 10 has the read-write access. And the system maintence (software upload, factory defaults
and etc.) need user privilege level 15. Generally, the privilege levl 15 can be used for an administrator
account, privilege level 10 for a standard user account and privilege level 5 for a guest account.

There is also a hyperlink to Add/Edit User in each username. Users can also click Add New User button to add a
new user. After clicked, the webpage in Figure 2.27 will be shown. Table 2.18 summarizes the descriptions of the
Add User webpage. Figure 2.28 shows an example of Edit User webpage.

Managed Switch
weLoTec

a byte smarter

Confi ti &
k- Add User

Ports
ERFS
DHCPv4
Snooping
Relay
Security
Switch
Users
Privilege Levels
Auth Method | Save || Reset || Cancel]
55H
HTTPS
SNMP

Table 2.18 Descriptions of Users Configuration - After Clicked Add New User Button:
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La-  Description
bel

User! A string identifying the user name that this entry should belong to. The allowed string length is 1 | NULL
name to 31. The valid username allows letters, numbers and underscores.

Pass{ The password of the user. The allowed string length is 0 to 31. Any printable characters including | NULL
word space is accepted.

Pass: Re-enter the password for the user. NULL
word
(again)
Priv-| The privilege level of the user. The allowed range is 0 to 15. If the privilege level value is 15, it | 0
i- can access all groups, i.e., that is granted the fully control of the device. But other values need
lege | to refer to each group privelege level. User's privilege should be same or greater than the group
Level privilege levelto have the accessof that group. By default setting, most groups privilege level 5 has
the read-only access and privilege level 10 has the read-write access. And the system maintence
(software upload, factory defaults and etc.) need user privilege level 15. Generally, the privilege
levl 15 can be used for an administrator account, privilege level 10 for a standard user account and
privilege level 5 for a guest account.

Managed Switch
weLoTec

a4 byte smarter

cusr‘;;?:n?t“’" Edit User
Paris
ERFS
DHCPv4
Snooping
Relay
Security
Switch

]
Pﬁﬁ;‘;g& Voam | Save H Reset ” Cancel |

Switch Privilege Levels

This subsection describes on the Privilege Level Configuration webpage as shown in Figure 2.29. The user can
customize the privilege level in the table on this webpage.

Group Name is the name identifying the privilege group. In most cases, a privilege level group consists of a single
module (e.g., LACP, RSTP or QoS), but a few of them contains more than one. Table 2.19 shows examples of some
group name in details:

Table 2.19 Examples of Group Name:
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Label Description

Sys- Contact, Name, Location, Time zone, Daylight Saving Time, Log.

tem

Secu- Authentication, System Access Management, Port (contains Dot1x port, MAC based and the MAC Ad-
rity dress Limit), ACL, HTTPS, SSH, ARP Inspection, IP source guard.

IP Everything except ‘ping’.

Port Everything except ‘VeriPHY".
Diag- ‘ping’ and ‘VeriPHY".

nos-

tics

Main- CLI- System Reboot, System Restore Default, System Password, Configuration Save, Configuration
te- Load and Firmware Load. Web- Users, Privilege Levels and everything in Maintenance.

nance

Debug | Only presentin CLI.

Privilege Levels in every group has an authorization Privilege level for the following sub groups: Configuration
Read only, Configuration/Execute Read-Write, Status/Statistics Read-only, Status/Statistics Read-Write (e.g., for
clearing of statistics). User Privilege should be the same or greater than the authorization Privilege level to have
the access to that group.
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Managed Switch

weLoTec
Configuration ot .
Sys';em Privilege Level Configuration
Ports
ERPS
DHCPv4
Snooping
Relay Aggregation
Security
Switch Alarm
Users DOMI
Privilege Levels
Auth Method D
SSH DHCP
HTTPS i -
Nl Diagnostics 4
RMON ERPS
Network Firmware
ARA
Aggregation Green_Ethernet
Spanning Tree IP
'LF[MDE IPMC_Snoaping 10~
SyncE LACP
MAC Table LLDP 10 v 10w
b WAC_Table
QoS Mirror 10w
Iirroring Miscellaneous
PTP NTP
GVRP
DDMI POE 10 v 10w
UDLD Ports
SD Backup PTE
Modbus Setting QoS
Monitor .
Diagnostics Security(access)
Maintenance Security(network)
Spanning_Tree
System
UDLD
uFDMA_AIL
uFDMA_CIL
VCL
VLANS
XXRP 5w 10~ 5w 10 w

Switch Auth Method

The authentication section allows you to configure how a user is authenticated when he/she logs into the switch
via one of the management client interfaces. Note that management client interfaces are console, telnet, ssh, and
http. There are three separated tables in this webpage: Authentication Method Configuration, Command Autho-
rization Method configuration, and Accounting Method Configuration webpage, as shown in Figure 2.30. In the
Authentication Method Configuration, users can configure how a user is authenticated when he/she logs into the
switch via one of the management client interfaces. In Command Authorization Method configuration, users can
configure the limitation of the CLI commands available to a user. In the Accounting Method Configuration web-
page, users can configure command and exec (login) accounting. Table 2.20 shows descriptions of these methods
in details. Please click Save button for a change to take effect, or click Reset button to undo any changes made
locally and revert to previously saved values.
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Configuration
System
Ports
ERFS
DHCPv4
Snooping
Relay
Security
Switch
Users
Privilege Levels
Auth Method
55H
HTTPS
SHMP
RMON
MNetwork
AAA
Aggregation
Spanning Tree
IPMC
LLDP
SyncE
MAC Table
WLANS
VCL
QoS
Mirroring
PTP
GWVRP

weLoTec

Managed Switch

Authentication Method Configuration

console
telnat

ssh
hitp local

Command Authorization Method Configuration

console | no - 0 O
telnet [no  ~| [0 | ]
ssh no ~ |0 | O

Accounting Method Configuration

consale | no ~ ]

telnet  [no ]| | | ]
ssh no ~ | | ]

Table 2.20 Descriptions of Switch Authentication Method:
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Description

Au-
then-
tica-
tion
Method
Con-
fig-
ura-
tion
Client | The management client for which the configuration below applies, which consists of console, | -
telnet, ssh.
Meth- | Set to one of the following values:- No: Authentication is disabled and login is not possible.- | lo-
ods Local: Use the local user database on the switch for authentication.Radius: Use remote RADIUS | cal,
server(s) for authentication.- Tacacs: Use remote TACACS+ server(s) for authentication.Methods | no,
that involve remote servers are timed out if the remote servers are offline. In this case the next | no
method is tried. Each method is tried from left to right and continues until a method either ap-
proves or rejects a user. If a remote server is used for primary authentication itis recommended
to configure secondary authentication as ‘local’ This will enable the management client to lo-
gin via the local user database if none of the configured authentication servers are alive.
Com-
mand
Au-
tho-
riza-
tion
Method
con-
fig-
ura-
tion
Client | The management client for which the configuration below applies. -
Method Method can be setto one of the following values:- No: Command authorization isdisabled. User | no
is granted access to CLI commands according to his privilege level.- Tacacs: Use remote TACACS+
server(s) forcommand authorization. If all remote servers are offline, the user is granted access
to CLI commands according to his privilege level.
Cmd | Authorize allcommands with a privilege level higher than or equal to this level. Valid valuesare | 0
Lvl in the range 0 to 15.
Cfg Also authorize configuration commands. Unclicked
Cmd
Ac-
count-
ing
Method
Con-
fig-
ura-
tion
web-
page
ngt%%n b;l;he management client for which the c“({)ﬂﬂgl%@groggmqaow applies. -
Zuvethesgbadiethod can be set to one of the followingweabtresierNo: Accounting is disabled.- Tacacs: Use POQ 39
(18366 Laer| remote TACACS+ server(s) for accounting? 2554 9130 00
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Switch SSH

Users can enabled/disabled SSH (Secure Shell) mode through SSH Configuration webpage, as shown in Figure
2.31. Here, users can select Enabled/Disabled from the drop-down list of Mode field. Please click Save button for
a change to take effect or Reset button to undo any changes made locally and revert to previously saved values.

weLoTrec

Configurati _
1;§$ﬂ?'°" S5H Configuration

ERPS
DHCPv4
Snooping | Save || Reset |
Relay
Security
Switch
Users
Frivilege Levels
Auth Method
SSH

HTTPS

Users can enabled/disabled HTTPS (Hypertext Transfer Protocol over Secure Socket Layer) mode through HTTPS
Configuration Webpage, as shown in Figure 2.32. HTTPS provide authentication and encrypted communication
and is widely used on the World Wide Web for security-sensitive communication such as payment transactions
and corporate logons. HTTPS is really just the use of Secure Socket Layer (SSL) as a sublayer under its regular
HTTP application layering. (HTTPS uses port 443 instead of HTTP port 80 in its interactions with the lower layer,
TCP/IP.) SSL uses a 40-bit key size for the RC4 stream encryption algorithm, which is considered an adequate degree
of encryption for commercial exchange.

There are total of four fields: Mode, Automatic Redirect, Certificate Maintain, and Certificate Status. In the Mode
field, users can select Enabled/Disabled the HTTPs mode. In the Automatic Redirect field, users can select to En-
abled/Disabled this mode. When it is enabled, a HTTP connection will be automatically redirected to be a HTTPS
connection. Note here that the browser may not allow to redirection if the browser does not trust the switch cer-
tificate. In such case, users need to initialize the HTTPS connection manually. For the Certificate Maintain field,
users can choose type of operation whether to do nothing (None), delete the current certificate (Delete), upload a
new certificate (Upload), and generate a new certificate (Generate). In the last field, Certificate Status, it displays
the current status of certificate on the switch. Please click Save button for a change to take effect or Reset button
to undo any changes made locally and revert to previously saved values.

If the user selects the Upload option for Certificate Maintain field, the webpage will be updated with additional
fields which are Certificate Pass Phrase, Certificate Upload, and File Upload as shown in Figure 2.33. Table 2.21
summarizes the descriptions of fields in HTTPS Configuration webpage.

Note that to upload a certificate PEM file into the switch, the file should contain the certificate and private key
together. If users have two separated files for saving certificate and private key, users can use the Linux cat com-
mand to combine them into a single PEM file. For example, cat my.cert my.key > my.pem. The RSAES certificate is
recommended since most of the new version of browsers has removed support for DSA in certificate

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 40
48366 Laer +49 2554 9130 00



O weLoTec

Managed Switch
weLoTec

8 byte smarter

Configuration ! :
sysfem HTTPS Configuration
Ports
ERPS | Disabled v
PR Disabled §
Snooping
Relay | None v|
SeCHmly Switch secure HTTP certificate is presented
Switch

U
Pﬁﬁirlsege Levels

Auth Method

SSH
HTTPS
Managed Switch A & 9
weLoTrec
Configuration . :
System HTTPS Configuration
EOR?S [ Disabled v
DHCPv4 Disabled v
Snooping
Relay [Upload v|
Security | |
Switch
g [ Web Browser v
i[};ﬂ ‘ﬁ;r"-g;em Choose file | No file chosen
SSH Switch secure HTTP certificate is presented
HTTPS
SMNMP
RMON
MNetwork
Table 2.21 Description of HTTPS Configuration Webpage:
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Description

Mode Indicate the HTTPS mode operation. Enabled: Enable HTTPS mode operation. Disabled: Disable | Dis-
HTTPS mode operation. abled
Au- | Indicate the HTTPS redirect mode operation. It is only significant when “HTTPS Mode Enabled” | Dis-
to- | isselected. When the redirect mode is enabled, the HTTP connection will be redirected to HTTPS | abled
mati¢ connection automatically. Note that the browser may not allow the redirect operation due to the
Redi{ security consideration unless the switch certificate is trusted to the browser. You need to initial-
rect | ize the HTTPS connection manually for this case. Possible Modes are: Enabled: Enable HTTPS
redirect mode operation. Disabled: Disable HTTPS redirect mode operation.
Cer- | Indicate the operation of certificate maintenance. None: No operation. Delete: Delete the current | None
tifi- | certificate. Upload: Upload a certificate PEM file. Possible methods are: Web Browser or URL.
cate | Generate: Generate a new self-signed RSAES certificate.
Maint
tain
Cer- | Enter the pass phrase in this field if your uploading certificate is protected by a specific | -
tifi- | passphrase.
cate
Pass
Phrase
Cer- | Upload a certificate PEM file into the switch. The file should contain the certificate and private
tifi- | key together. If you have two separated files for saving certificate and private key. Use the Linux
cate | catcommand to combine them into a single PEM file. For example, cat my.cert my.key > my.pem.
Up- | Note that the RSAES certificate is recommended since most of the new version of browsers has
load | removed support for DSA in certificate, e.g. Firefox v37 and Chrome v39.Possible modes are:Web
Browser: Upload a certificate via Web browser. URL: Upload a certificate via URL, the supported
protocols are HTTP, HTTPS, TFTP and FTP. The URL format is ://[[:]@][:][/]/<file_name>. For
example, tftp://10.10.10.10/new_image_path/new_image.dat. A valid file name is a text string
drawn from alphabet (A-Za-z), digits (0-9), dot (.), hyphen (-), underscore (_). The maximum length
is 63 and hyphen must not be first character. The file name content that only cantains <’ is not
allowed.
Cer- | Display the current status of certificate on the switch. Possible statuses are: Switch secure HTTP | Switch
tifi- | certificate is presented. Switch secure HTTP certificate is not presented. Switch secure HTTP | se-
cate | certificate is generating... cure
Sta- HTTP
tus cer-
tifi-
cate
is
pre-
sented.
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SNMP System

Simple Network Management Protocol (SNMP) is a protocol for managing devices on IP networks. It exposes man-
agement data in the form of variables on the managed systems which describe the system configuration. These
variables can then be queried or defined by the users. The SNMP is used by network management system or third-
party software to monitor devices such as managed switches in a network to retrieve network status information
and to configure network parameters. The Welotec’s managed switch support SNMP and can be configured in this
section.

In this submenu, SNMP system can be configured as shown in Figure 2.34. There are two fields here: Mode and
Engine ID. In Mode, users can select Enabled/Disabled from the dropdown list to enable SNMP mode operation.
In Engine ID, it indicates the SNMPv3 engine ID. The string must contain an even number (in hexadecimal format)
with number of digits between 10 and 64, but all-zeros and all-‘F’s are not allowed. Change of the Engine ID will
clear all original local users. The default setting is 80000eab030200c14df2e0.

Please click Save button for a change to take effect or Reset button to undo any changes made locally and revert
to previously saved values.

Managed Switch

weLomTec
Configuration .
sysﬁem SNMP System Configuration
Forts
ERPS |Enabled v
DHCPv4 |80000eab03787052000079 |
Snooping
Relay
Switch
Users

Privilege Levels
Auth Method
SSH
HTTFS
SNMP

System

SNMP Trap Destinations

The managed switch provides a trap function that allows switch to send notification to agents with SNMP traps or
inform. The notifications are based on the status changes of the switch such as link up, link down, warm start, and
cold start. For inform mode, after sending SNMP inform requests, switch will resends inform request if it does not
receive response within 10 seconds. The switch will try re-send three times. This option allows users to configure
SNMP Trap Setting by setting the destination IP Address of the Trap server, Port Number of the Trap server, and
SNMP version for authentication. Figure 2.35 shows these Trap Setting’s options. Please click on the Add New
Entry button to input new entry as shown in Figure 2.36. Table 2.22 summarizes the descriptions of trap destination
settings. Please click on the Save button afterwards for a change to take effect, or Reset button to undo any changes
made locally and revert to previously saved values.
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Configuration
System
Ports
ERPS
DHCPv4
Snooping
Relay
Security
Switch
Users
Privilege Levels
Auth Method
SSH
HTTPS
SNMP
System
Trap
Destinations

SNMP Trap Configuration

Trap Configuration

Trap Destination Configurations

Disabied v l
[SHMP vZe v
pubiic |
162 ]|
| Disabied |
3

5

80000eabI30200¢ 1 0280

None

(Save | Reset

Table 2.22 Descriptions of SNMP Trap Destination Configurations
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Description

Mode Users are allowed to delete each entry separately.

Name Indicates the trap Configuration’s name. Indicates the trap destination’s name.

En- | Indicates the trap destination mode operation. Possible modes are:Enabled: Enable SNMP trap mode
able | operation.Disabled: Disable SNMP trap mode operation.

Ver- | Indicates the SNMP trap supported version. Possible versions are:SNMPv1: Set SNMP trap supported
sion | version 1. SNMPv2c: Set SNMP trap supported version 2c. SNMPv3: Set SNMP trap supported version 3.

Des-| Indicates the SNMP trap destination address. It allows a valid IPv4 address in dotted decimal notation
ti- (‘x.y.zw’). It also allows a valid hostname. A valid hostname is a string drawn from the alphabet (AZa-
na- | z), digits (0-9), dot (.), dash (-). Spaces are not allowed, the first character must be an alpha character,
tion | and the first and last characters must not be a dot or a dash. Indicates the SNMP trap destination IPv6
Ad- | address. IPv6 address is in 128-bit records represented as eight fields of up to four hexadecimal digits
dress with a colon separating each field (:). For example, ‘fe80::215:c5ff:fe03:4dc7’. The symbol “::’ is a special
syntax that can be used as a shorthand way of representing multiple 16-bit groups of contiguous zeros;
but it can appear only once. It can also represent a legally valid IPv4 address. For example, ::192.1.2.34".

Des-| Indicates the SNMP trap destination port. SNMP Agent will send SNMP message via this port. The port
ti- range is 1~65535.

na-
tion
Port

1]

SNMP Trap Sources

This page provides SNMP Trap Source configurations. A trap is sent for the given trap source if at least one filter
with filter type included matches the filter, and no filters with filter type excluded matches. Figure 2.37 shows the
webpage when there is no entry in the trap source configurations. When users click on the Add New Entry button,
the webpage will be updated to Figure 2.38. The users can select Name for trap source from the drop-down list
and select the type from the second drop-down list. Then, enter the Subs